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Please find the following policies attached for your review:

o Town of Sutton Computer, Email & Internet use

o Town of Sutton Sexual Harassment & Gender Bias

o Town of Sutton Professional Conduct

s Fraud Prevention & detection
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4 Uxbridge Road

Sutton, Massachusetts 01590
(508) 865-8727
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s Conflict of Interest Law (please read information attached and then go to
www.mass.gov/ethics. Click on Education and Training resources on line training - Click on

Municipal Employees and follow directions to take the Ethics Test. Please print out the
certificate of completion and forward back to the Town Manager’s office

www.suttonma.org




Town of Sution

Comgﬁter, Email and Internet Use Pu]icx

Computer, Electronic Mail and Internet Use Policy

User Accounts

“The Town is continuing to improve the efficiency of information flow with elestronic
communication services, such as local and wide area computer networks, internet, and electronic
mail (e-mail). Many town employees and board members are provided with e-mail and Internet
access as a tool to improve their access to information and provide an additional means to
communicate with co-workers, customers and vendors.

Tn order to provide these tools to ifs employees, the Town will continue to invest in computers,
applications and servers. This equipment and applications ate the property of the Town. The Town
reserves the right for legitimate business purposes to monitor review and retrieve auy information
stored on or transmitted with Town equipment and, therefore, users should not have an
expectation that their e-mail communication, or documents stored on Town equipment, will
remain private.

The users of the network are responsible for respecting and adhering to local, state, federal and
international Jaws, Any attempt to break those laws through the use of the network may result in
litigation against the offender by the proper authorities and where appropriate, disciplinary action.
If such an event should oceur, the Town will fally comply with the authorities to provide any
information necessary for the litigation process. ‘

This policy applies to every employee, board member (elected or appointed), contractor or remote
user who is provided aceess to the Town’s computers and network resources.

and Access

Hach Town employes who needs access to the Town’s computer network will be given a unique
user account. Once a user recejves a user ID to access the network and corresponding computer
systems, the user is solely responsible for alt actions taken with his or her assigned user ID.

Sharing the employee’s user 1D with any other person is prohibited. If an employee does share the
user ID with another person, the employee will be solely responsible for the actions that person
takes using the user I, Deletion, examination, copying, or modification of files and/or data
belongmg to other users wsthout their prior consent is prohibited.

Any unauthorized, deliberate action, which damages or disrupts a computing system, alters its
normal performance, or causes it to malfuoction, is a violation, regardless of systom location or
tirne duration.

Duphcatton or installation of nnauthorized software is prohibited. Soﬁware that is not
purchasedfhcensed by the Town is considered unauthorized.




Network Security As a user of the network, the employee may be allowed fo access other nefworks (and/or

the computer systems attached to those networks) The following activities are prohibited:

1. Use of systems and/or networks in attempis 1o gam unauthonzed access to remote

systems,

2. Use of systems and/or networks to connect to other systems, in evasion of the physical -
limitations of the local/remote system.

* 3. Decryption of system or user passwords.

4. ‘The copying of system files,

5, The copying of copyrighted materials, such as thlrd—party software, wrthout the e.xpress
written permission of the owner or the proper license.

6. Intentional attempts to "crash” network systems or programs.

7. Atterapts to secure a higher level of privilege than authorized on network systerns.

8. The willful introduction of computer "viruses" or other disruptive/destructive programs
into the Town’s network or into external networks.

Internet Use and Access

Internet access through the Town-provided network is intended for business use, including finding
vendor information, government information, research, and communicating with colleagues and
residents for government-related purposes, Internet usage may be monitored.

The Town allows users the privilege of Intemet access for limited personal use, such as looking at
home pages and sending e-mails to friends. This privilege of personal use of the Internet is subject
to the terms and conditions established by the Town herein, and as they may be amended from
time to time, and may be withdrawn in the future, with or without canse, in the discretion of Town
management.

Any persdnal use of the Internet must be on the employee’s own time, and must not interfere with
the Town’s operation or the user's work responsibilities. ’I‘he internet should not be used for
personal electronic commerce,

At no time may vsers access inappropriste web sites, such as those hosting pomog:raphy, obscens
materials or gambling enterprises, :

The use of any element of the Town’s computer system, including Internst access, for the receipt
or transmission of information disparaging to others based on race, national origin, sex, sexnal
orientation, age, disability, or religion is not permitted under any ciroumstances,

The Town reserves the right to monitor a user’s history of web sites visited, and Infernet access
and use if order to ensure compliance with this policy.

Flectronic mail (e-mail)} access and use

E-mail is an effective tool for sharing and disseminating information. Singe the Town's e-mail
system is linked to Internct systems, users can communicate with colleagues in state agencies,
vendors and residents. This electronic cormmumication promotes better information exchange
between peers and residents.




As with all of the Town’s assets, the e-mail system is intended to be used for work-related
purposes, and in ways consistent with the Town’s overall policies, The system may not be used in
amy way that is distuptive to the operation of the Town or offensive to others.

Employees should take care in disseminating their email address. Email Addresses should not be
given out to non-work relatqd businesses or retail sites,

The use of e-mail for the transmission of information disparaging to others based on race, national
origin, sex, sexual orientation, age, disability, or religion is not permitted under any circumstances.
Users should keep in mind that material which one person finds humorous can be offensive to
others. '

Likewise, electronic mail is not to be used to solicit others for comrercial ventures, religious or
political causes or outside organizations, or personal gain (including, but not limited to, "chain
letters" and/or requests for dongtions),

The use of broadcast mail (sending the same message fo a group of employees) places stress on
the e-mail system and has the potential for generating undesirable volumes of junk mail or spam.
Therefore, it should be selectively used only for work-related reasons, and with appropriate
supervisory approval, )

Confidential information should never be transmitted or forwarded to outside entities or
indiyiduals not authorized to receive such information, or to Town employees having no business
teason for fo have such information.

It is emphasized that the privacy and confidentiality of e-mail transmissions cannot be assured. E-
mail transmissions may be subject to disclosure through legal proceedings or otherwise through
various laws which may be held to apply to such fransmissions.

Expectation of Privacy

Authorized Town personnel must have unrestricted access to e-mail and related information stored
on Town-owned computer equipment. This access is required for reasons that include refrieving
business-related information, troubleshooting hardware and software problems, preventing
unauthorized access and system misuse, deterring uss that is contrary to the Towrt’s policy,
ensuring compliance with software copyright and distribution policies, and complying with legal
and regulatory requests for information,

The Town reserves the right for legitimate business purposes to monitor review and retrieve any
information stored on or transmitted with Town equipment and; therefore, users should not ha_ve
an expectation that their e-mail communication, or documents stored on Town equipment, will
remain private, For this reason, users are advised to use discretion in drafling e-mail messages, and
are cantioned not to "say” things by e-mail that they would not want fo be viewed by others.




Town of Sution

Sexnal Harassment & Gender Bias Policy

The following policy of the Town of Sutton is distributed on an annual basis to all employees, boards,
comumittess, and commissions in accordance with state & federal law. This policy is part of the Town of
Sutton general by-laws as voted by Town Moeeting, October 20, 1997. Employees shall sign and return
the attached acknowledgement form to the Town Administrator’s office.

27.6.7 - Sexual Harassment & Gender Bias Policy Statement
(1) General Statement of Policy: The Town of Sutton does not discriminate on the
basis of sex in employment opportunities, wages, hours, benefits, job advancement or any
other terms or conditions of employment. It is the policy of the Town of Sutfon that all

employees shall have the same opportunities for professional development and
experience regardless of gender,

(2) Policy on Sexual Harassment: Sexual harassment constitutes unlawful sex
discrimination in violation of Title VII of the Civil Rights Act of 1964 and Massachusetts
General Law. Sexual Harassment is defined by the Equal Employment Opportunity
Commission as follows: A
Unwelcome sexual advances, requests for sexual favors, and other verbal or
physical conduot of a sexua] nature when:
[a] Submission to such conduct is made, either explicitly or implicitly, a term or
condition of an individual’s employment, and/or
[b} Submission to or rejection of such conduct by an individual is used as the
basis for employment decisions affecting said individual; and/or, -
[c] Such conduct has the purpose or effect of substantially interfering with an
individual’s work performance or creating an intimidating, hostile, or offensive
working environment,

Sexual Harassment includes threats or insinuations, either explicitly or implicitly, that an
employee’s refusal to submit to sexual advances will adversely affect the employee’s
employment, evaluation, wages, advancement, assigned duties, shifts, or any other
condition of employment. It also includes offensive sexual flirtations, advances,
propositions, verbal abuse of a sexual nature, graphic verbal comments about an
individual’s body, sexunally degrading words used to describe an jndividual, the
display in the work place of sexually snggestive objects, pictures or drawings, and any
unwelcone touching or physical contact. '

The department head and employee each have an affirmative duty to maintain his or her
work place free of sexual harassment and jntimidation. Therefore, it is the responsibility
of the department head to repott to the Town Administrator any complaints received from
any employee concerning sexual harassment including any observations of behavior that
may be construed to be sexual harassment. Complaints concerning a department head
shall be reported by the aggrieved employee directly to the Town Administrator.
Complaints concerning the Town Administrator shall be reported directly to the Board of
Selectmen. Complaints from the Town Administrator shall be reported to the Board of
Selectmen.




Any employee who is the victim of sexual harassment in the work place, whether from

- supervisors or co-workers, ot who observes behavior that could be construed as sexual
harassment shall immediately report the matter to the department head or the Town
‘Administrator. Al investigations info any complaints will be conducted in such a way as
to maintain confidentiality to the extent practical under the circumstances., All complaints
will be investigated in a timely manner, and corrective action taken if warranted. Both the
aggrieved and offending party shall be notified of the results of such investigation. Any
retaliation against an

individual-who has complained about sexual harassment, or retaliation against
individuals for cooperating with an mvestlgatlou of a sexual harassment complamt is
unlawful and will not be tolerated.

(3) Disciplinaxy Action: This policy sets forth our goals of promoting a work place
that is free of sexual harassment but does not limit the Town of Sutton to discipline or

- take remedial action for work place conduct which is desmed unacceptable, regardless of
whether that conduct satisfied the defmition of sexual harassment. If it is determined that
mappropriate conduct has been committed by an employee, the Town will take
appropriate action. Such action may range from connseling to termination from
employment, and may include such other forms of disciplivary actlon as is deemed
appropriate inder the circumstances.

(4) State & Federal Remedies: In addition to those steps outlined above in this
policy, if an employee believes he or she has been subjected to sexual harassment or
gender bias, he or she may file a formal complaint with either or both of the government
agencies set forth below. Using the Town’s complaint process does not prohibit an
employee from filing a complaint with these agencies. Each of these agencies has a short
time period for filing a claim (EEOC-180 Days; MCAD — 6 Months). The following
identifies these agencies, with all information correct at the time of adoption of this

- policy:

4

{a] The United States Equal Empioyment Opportuntty Commission
(EBEOC), 1 Congress Street, 10" Floor, Boston, MA 02114, Telephone

- (617) 565-3200.
[b} The Massachusetts Commission Against Discrimination, One
Ashbburton Place, Boston, MA (2108, Telephone (617) 727-3990, or the
Springfield Office at: 424 Dwight Strest, Room 220, Springfield, MA
01103, Telephone (413) 739-2145.




Town of Suitton

Professional Conduet Policy

Conduct Of Employees

Seetion 27.19 -

27.19.1 - General Policy

All employees are prohibited from engaging in any conduct which could reflect unfavorably upon
the town. Employees must avoid any action which might result in or create the impression of using
public office for private gain, giving preferential treatment to any person or losing complete
impartiality in conducting Town business. ’

27.19.2 - Receipt of Gifts

{1) Items of Monetary Value. Employees ars prohibited from soliciting or accepting
gifts, gratuities, favors, entertainmment, loans or any other iter of monetary vatue from,
any person who has or is seeking to obtain business with the town or frony any person
within or outside town employment whose interests may be affected by the employee’s
performance or nonperformance of official duties.

-(2) Nominal Gifts. Acceptance of nominal gifts in keeping with special occasions, such
as marriage, retirement or illness; food and refreshments in the ordinary course of
business meetings; or unsolicited advertising or promotional material, e.g., pens,
notepads or calendars of nominal intrinsic value, is permitted.

(3) Flower Funds or Gifts For Fellow Employees. Contributions made for such

funds or special gifts are not prohibited. However, participation in such activities,
inclnding contributions for even nominal gifts to supervisors, noust be wholly voluntary
on the part of each employee, and any gifts should be of minimal value.

(4) Supervisors. The policies described in all the above sections shall apply to all staff.
Tn addition, supervisors must avoid placing themselves ina position which could interfere
with or create the impression of iterfering with the objective evaluation and direction of
their subordinates other than those of nominal value for special pccagions, and no
supervisor shall borrow or loan money or accept favors from any subordinate.

27.19.3 - Busineés Activities and Solicitation

No employee shall engage in any business other than histher regular duties during working hours,
including such activities as selling to fellow employees, lending of money for profit and any
similar activity.

27.19.4 - Outside Employment

(1) Interference with Town Employment. No employee may engage in additional
employment which in any manner interferes with proper and effective job performance,
results in a direct or gives the appearance of a conflict of interest, or may subject the town
to public criticism or embarrassment,

(2) Preference of Town Employment. Employees who engage in employment outside
of regular working hours may be subject to call to pecform regular town duties first.

(3) Injury and Iliness. The town shall in no respect be lisble nor grant injury or sick
Jeave in case of injury to an employee while engaged in outside employment nor any
occupational illness attributed to the outside employment.

27.19.5 - Privileged Information

Employees often deal with plans, programs and documents of sipnificant public inferest.
Employees must not use this privileged information for their own financial advantage or fo
provide family, fiiends and acquaintances with financial advantages or with information which
could be used for financial advantage. If an employee finds that he/she has an outside financial
interest which could be affected by fown plans or activities, he/she must immediately report the




siteation to his/her department head. Each employee is charged with the responsibility of ensuring
that he/she releases only information that should be made available to the general public. Violation
of privileged information or use for private gain is just canse for discharge of the employee.
Freedom of information and privacy laws are to be observed,

27.19.6 - Use Of Town Property

{1) General Policy. Employees should not, directly or indirectly, use or allow the use of
town property of any kind for other than official activities.
{2) Telephone Use. Personal use of town telephones should be limited to
emergencies and unusual circumstances, and should be as brief as possible.
Department heads shall review monthly telephone invoices and/or reports to
ensure compliance,
(3) Damaged!MJssmg Prap gx All employees are responsible for reportmg any
damaged or missing town property to the appropriate department head, Willful

~ neglect, misuse, or theft of town property on the part of an employee may require
the reimbursement of said item(s) by the employee to the town, and/or result in
disciplinary action.

27.19.7 - Political Activity :

(1) All employses are entitled to exercise their rights as citizens to express their

political opinions and to cast their votes.

(2) Employees may not:
(8) Use official authority or influence for the purpose of interfering WIth
or affecting the result of an election or nomination for office.
(b) Directly or indirectly coerce, attempt to coerce, command or advise 2
stafe or local officer or employee to pay, lend or contnbute anything of

" value to a patty, committee, organization, agency ot person for political

purposes.
(c) Post political hterature on town owned property, nor shail be
permitted to campaign during work hours.

27.19.8 - Dress Code

Each employee is responsible for reporting for duty in attire most appropna’ce to the
requirements of his/her position. Employees are expected to represent a professional
appearance at all times, and clothing may not be of a provocative or

safety hazard nature, The-department head may authorize alternative dress requirements
with due discretion.

27.19.9 - Dealings with Public, Vendors, & Other Staff
Employees are expected at all times to conduct all dealings with the public, vendors, and
other staff members in a most professional manner. Courtesy and respect is to be
observed af all times,




Adopted by the Sutton B._oérd. of Selectmen:. October 18, 2011

Town of Siiftof Financial Polieies and Procedures Manual
Fraud Prevention and Defection Policy
PURPOSE:

The Town. of Suttoil Fraud Prevention and Detection Policy: (Poliey) is established to
facilitate the deévelopment of controls; which will aid in the prevention and defection of
fizod against the: Town of Sutton (Townj. Tt is the infent of the Town to profiote
consistent organizationsl belavior by providing guidelines and assigning responsibility
for the development of cotitiols and conduct of investigations. ' o

Tuethertiiore, the, purpose of this documeit is to’ confitm that the: Town supports and
fosters a euliure-of Zerg tolerance-towards fraud in all of its forms.

" APPLICABILITY:

‘This Paliéy -applies, to the Board of Selectrren, the Schoo! Committee and all 'Qﬂler
slected towa offfoials; their appointess; all employees of the Town of Sutton, including:
all entepprise-operations and all members of its boards, committees or commissions:

This Policy also-apliesto any.other persois “actinig on'behalf 6f the Towir”, vendors.and
contractors, gonsultants, volunteers, temporary, seasonal and casual employees and graof.
siib recigients, '

SCOPE:
“This Policy appliesto ariy suspected fraud, abiuse or stinildr ixregulatity against the- Towh,
OBJECTIVE:

This Policy is meant tor communicate: the Town’§ infentions regarding pxé\l,&hﬁ'o’n,
yeportiig and investigating suspected frauid, abuse «rid siinflar irtegularifies. The: Town
desifes to créafe dn environment in which employees and/or citizens feel comfortable
ehough to teport any suspicions of fraud, ' :

Further, fhis Policy is mednt tor comimunicate the Town’s desire o protect thé assets;
fesouices and reputafion of the Town of Sutton. K is through this poliey that the'Town
lso seéks to protect all officials, employees and sssociated parties from false- or
erroneoys allegations by providing them with sufficienf knowledge arid training relative
fo the. Town’s fraud prevention -policies and procedures to ensure, that they fully
anderstand the ailfure of the envitonirient they are-operdting within,

This policy provides ‘mandgeinent with specific guidglinés and responsibilifies regarding -
'zipprcfpﬁate gctions in conducting investigations of alleged fraud. and Similar
improprieties.




o Ado pfed by the Sutfon Boaid of Selectmen: October 18, 201'1
DERFINITIONS: |
- Abiise refers to, bt is not [imited to:

: Impraper ot misuse of authority
e Improper of misuse of Town. property, equipment, materials, 1ecmds or othet
resourbes -
» Wasteof public finds, or
o Anysimilar or related irregularity

Abuse ean ocour in ﬁnanclal ornon financial settings, "When conmdenng if an event or
action mxight be constiied as being abustve, one should. consider if it would pas¢ public

scrutiny,

Any other persons “acting on behalf of the Town” shall mean all persons responsible for
or to- the musicipal government and/er the Town’s entetprises placed in that position by
some offictal telationship with the Town of Sutton,

Appointed offieials shall mean all persdns fesponmble far or to the municipal govermment
and/or the Town’s ente1~ptmes placed in that position via an appointment

.behalf of the mumclpai guvernment antlfor: the entmpus,as o_f the.Townu

Tjected officialy shall mean all persons responSIbIe for or to’ the municipal govemment
and/or the. Town’s-enterprises placed in that position by the vatets of Stitton via the local

election process;

Fraud or other irrégilarity vefersto, but is not: Inmted to:

Any dishonest or ﬁaudulcnt act

Fotgety or alteration’ of any dogcuinent &i account

Forgery or alteration of a chedk, bank draft of any ofhei financial document

Mlsapptopnation of fitads, sécuirities;, supphcs or other agsets

‘Impropifety in the handlmg or reporting, of niongy of financial transuctions

‘Profiting as a result of insider knowledge of Town activities

Disclosing confidential and/or proprietary Inforiration to otitside parties

Accepting or seeking anything of material value from- consultants, contractors,

~vendors or persors providing seivices of materials to fhe Tovwn:

o Destinction, removal .or inappropriate use of records, furniture, fixtures and
equipment |

o Any-claim for reimbirsement of expensés that dre net made- foi the exclisstve.
benefit of the Town

s Any eomputer sglated actjvity involving the 3lteratiof, destructmn, wnauthorized

aceess to, forgery or mampulation of data for frandulent puiposes, or

» - Any similar of related ifregularity’
' 2
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Adopted by the Sutton Board of Selectmer: October 18,2011

Grant sub recipieits shall mean all individuals and/or ciganizations that receive dmy
progiaiiatic funding of “in kind assistance” from the municipal government dnd/or the
Town’s enterprises, .

Munagement shall mean those individuals’wha have beéh pladed in a position of tiust by

3 lawful Town of Suttoi appoiifing authiortty-to assist i carrying out the: objectivés of -
the departineit of the Town in which.they ate employed.

Town Administrator shall mesn the highest ranking individual responsible for the
municipal government aid the Towir's enterprises. ' :

Tovin employeé shall mean all employees of the munieipal government arid all of the!
entorpiiscs of the Town. This definition is inclusive of all employees regardless of full
timte, patt time, temporary, seasonal or casual designations, '

Town of Sutton is a Massachuseétts municipal corporation managed purstant to the. Towh
F Sution Charter and the- Tawh of Shtton Code of Bylaws aiid shall ineluds all its.
enterplise dctivifies, a5 well a3 all boavds, comtnittees and commissions elected or
appointed by the Board of Selectmeiand other appointing authorities. )

Vendors dnd_coplrdctors, shiall fméan all individiials: and erganizations conducting’
‘businéss, with of oi behalf of the fnunicipal governinent and/ox the enterprises- of the
Tovn.

" Polanteers shall smeau all contributors of’ unpaid personal services to the municipal
goveinmeit and/or the enterprises of the Towh.

POLICY:

It is the polivy of the Town {o investigate: and teport te appropriate.- gaveinriental
authorilies; asrequired, ary violations of compliance with Tovm policy, state. and fedeial
laws and regulations; internal acdotititing controls and gijestionable accdunting hatters.

Responsibilitics

The Town 6f Sulton’s rianageinent Is: résponsible: for establishing and maintaining
policiés and. éoritrols thdt provide secutity and accountability for the resources entrusted
to them. Internal cotitrols are infended to aid in. preventing and defecting instances of
fiaud and refated misconduct. Management s #lso expected to recognize risks and
exposurey inherent in their area of responsibility and be aware of indicafions of fiaid or
ralated misconduct, Responses to such allegations of indicators should be consistent.

Bvery. émployes has the fesponsibility to assist the Town in complying, with policies,
legal and regulatory requirements and in reporting known violations. It is the policy of
the Town fo encourage the support and coopération .of all émployees in meeting the
Towit’s conimifment atid responsibility t6 such compliance. '

3




Adopted by the Sytton Baard of Selectmen: October 18, 2011

Reporting

Employees shall report suspected instances of fraud or irrepularity to their immediate.
supervxsor or their department head. However, in certain c;rcumstances, it may be
appropiiats for émployess to feport suspécted instances of fraud or irvegularity divectly to
the Town Administrator (if the alleged fraud has been commitied by the employes’s
~ supervisot oy depattment head).

Itis the responsibility of & supervisor or department head to ensure that the suspicion of
fiaud and/or irregularity that is reported to them is reported as soon as practical to the
Town Administrator. The wiitten ot oral report shall be- sufficieitly detailed and
iriclusive to ecnsure 2 cleat nnderstanding of the issues raised. Inthe event that the Town,
Administrator is the subject of, or othegrwise identified as involved in the acts underlying
such report, the person making the report may notify and forward such report to the Chief
of Police whe: will then lead the investigation and shall unmediately report guch
allegatiohs to the Chairman of the Bodrd of Selectmsn,

Towh employees are prohibited from inllisting investigations -on thefr own. However,

anyone may reporf suspected violations or concerns in'writing o the Town Administrator
and shall indicate that he/she is an employeé of the Town. The. 1eport shall be
sufficiently detafléd and inclusiver to efisure a clear uniderstanding of the Issues raised.

‘The report shall be'submitted 1 the Town Administedtor in a sealed enveloge marked
“Confidential and Private™ Tt is the policy of the Town thal anyone who reports a
violation may subniit such report confidentially and offsite-.

Thete shall be rio retaliation by any Town employee against an employee who makes -a
report pursuant to, this policy even if, after investigation, the Town Administator
deteninines that. there has not been ‘4 violation of ‘aty applicable Town pohcy, ‘state of
federal taws and regulations or internal accounting-eontrols However, employees who
make reports ‘or provide evidence which they know to be-false or, withotit a 1easonable
belief in the truth and accuidey of such nformation, may be subject to disciplinary action,

Andriymous Allegations

The Town encoutages Mdividuals to- 31gn theii naines to allegations. Concems expressed
anonymously are- difficult to investigdte; heyertheless, anonymions aliegations will be
followed up on at the discretioh of management. This. diseretion will be applicd after
consideration of the following:

» Teriousness of the issue raised
o Credibility of the congern.
. Jikelihood of confirming the allegation




Adopted by the Sutton Board of Selectmen: October 18,2011

. False Al!egaﬁons

HBmployees. or other paifies must tnderstand the Jniplications (iesources and costs) of
undertaking investigations, and shall therefore guard against malding, allegations which
are false and made with malicions intent, Byvidence: of malicious. intent will resulf in
disciplinary-action, up 10 and iricluding tenmination..

Training, Edudation and Awareness

In order for this Policy to be sustainable, it must be supported by a structured educgtion,
commuinication and awareness program.

It 1s, the yesponsibility of management to ehsire that all employees and otlier patties are
made aware of and recetve appropriate training and education with regarid to this Policy
in'addition to any telated policies and progedures of the Town, .

A dopy of this Policy shall be distributed 1o all existing and new emplayees. The sigied
acknowledgeiment foiim shall be mariifained i 'th employee’s persofinel file. located ‘i
the Town Adminisfrator’s office.

Investioation

Ii is the Town Adminisirators intent to fully investigate dny suspedted acts of fraud,
abuse or similar irregularity.. An objective and impartial investigation will be condysted
vegardless. of the position, tile; length of servige. or relationship with the Tows of any
party involved in such an investigation. In cofiducting investigations, the Town:
Admiriistratof will consult with and fé¢eéive gmidance from the Town Attoiney, the Chief
of Polise and any other source they deein appropriate.

Media Issuds )

Any-employee coifacted by the media with respect to an audit investigation is requited to
cefor the media to the Town Adininistator, The alleged fiaud or audit investigation shall
nat be discussed with the media by any person other than thoss trained to do so. The
Town Administafor and the: Town Accounfant will consult with the managemeni of the
department involved and assist them in responding to any media requests for information
or inferview.. ' ' '

' Repoiiing to Extérnal Auditors
The Town Accountant shall filly disclose to the extetnal auditors of the Town all
information rélating to fraud inveéstigations.

Whistleblowér Protection
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In addition to whistleblower protections provided by federal and state faws,, this Policy
plcmdes that refaliation against employess i is prohibited.

A, Exczpt as provided in Subsection B of this section, no appomtmg authority: of
supetvisor shall initiate: o administer mydisclphna&y action, deny a promotional
opporfunity, write an adverse job performance evaluation ‘or in any way

adversely affect an employee on account of the employee’s disclosure of

information. This section shall not apply to:

1, An employee who discloses information that the employee knows to be
false, or who. discloses information with disregard for the truth or falsity of
the information,

2. An enipldyee who discloses inforination fiom public records that -dfe
closed to public iispection pursnarit to the Massachusetts Public. Recoids
Law,

3. An employee who discloses information that is confidential under any
other provision of law.

B. It shall be the obligatien of an einployee who discloses information nnder tliis,
section o make a pood faith effort to provide fo fheir department head,
appoinfing authority ar the Town Administrator; the informaticn to be disclosed
prier to its public disclosure.

Secitrity and Confidentiality

All work. pxoducts o'f“the Town Adnﬁmstratox s IhVEstiganons, mc”luﬂmg i fiot Hm_tted
be shared, dJ.SGUSSEd 01 plowded to. anyone without an absolute need-to know.or ptuéﬁéﬁi
t ‘a cdurt order, The: Town Administiator shall provide a secute environiient for the
storage of all work ih progiess regarding itivestigaticns, ‘sithject to applicable law.




Summary of the Conflict of Interest Law for Municipal
Employees

This summary of the conflict of interest law, General Laws chapter 2684, is intended to
help municipal employees understand how that law applies to them. This summary is not
a substitute for legal advice, nor does it mention every aspect of the law that may apply in’
a particular situation. Municipal employees can cbtain frec confidential advice about the
conflict of interest law from the Commission’s Legal Division at our website, phone
mumber, and address above, Municipal counsel may also provide advice.

The conflict of interest law seeks to prevent conflicts between ptivate interests and public
duties, foster integrity in public service, and promote the public’s trust and confidence in
that service by placing restrictions on what municipal employses may do on the job, after
hours, and after leaving public service, as described below. The sections referenced
below are sections of G.L. ¢. 268A.

When the Commission determines that the conflict of interest law has been violated, it
can impose a civil penalty of up to $10,000 ($25,000 for bribery cases) for each
violation. Tn addition, the Commission can order the violator to repay any economic
advantage he gained by the violation, and fo make restitution to injured third parties.
Violations of the conflict of interest law can also be prosecuted criminally.

I. Are you a municipal employee for conflict of interest law
purposes?

You do not have to be a full-time, paid municipal employee to be considered a municipal
employee for conflict of interest purposes. Anyone performing services for a city or
town or holding a municipal position, whether paid or unpaid, including full- and part-
time municipal employees, elected officials, volunteers, and consultants, is a municipal
employee under the conflict of interest law. An employee of a private firm can also be a
municipal employee, if the private firm has a contract with the city or town and the
employee is 2 “key employee” under the contract, meaning the town has specifically
contracted for her services. The law also covers private pa_rues who engage in
impermissible dealings with municipal employees, such as offering bribes or illegal gifts.




I1. On-the-job restrictions.

(a) Bribes. Aslﬂng for and taking bribes is prohﬂnted (See
Section 2)

A bribe is anything of value corruptly received bya municipél employee in exchange for
the employee being influenced in his official actions. Gwmg, offering, receiving, or
asking for a bribe is ﬂlegal

Bribes are more serious than illegal gifts because they involve corrupt intent. In other
words, the municipal employee intends to sell his office by agreeing to do or not do some
official act, and the giver intends to influence him to do so. Bribes of any value are
illegal.

(b) Gifts and gratuities. Asking for or accepting a gift because of
your official position, or because of something you can do or have
done in your official posﬂlon is prohibited. (See Sections 3,

23(b)(2), and 26)

Municipal employees may not accept gifts and gratuities valued at $50 or more given to
inflnence their official actions or because of their official position. Accepting a gift
intended to reward past official action or to bring about future official action is illegal, as
is giving such gifts, Accepting a gift given to you because of the numicipal position you
hold is also illegal. Meals, entertainment event tickets, golf, gift baskets, and payment of
travel expenses can all be illegal gifts if given in connection with official action or
position, as can anything worth $50 or mare. A number of smaller gifts together worth
$50 or more may also violate these sections.

Example of violation: A town administrator accepts reduced rental payments from
developers.

Example of violation: A developer offers a ski trip to a school district employee who
oversees the developer’s work for the school district.

Regulatory exemptions. There are situations in which a municipal employee’s receipt
of a gift does not present a genuine risk of a conflict of interest, and may in fact advance
the public interest. The Commission has created exemptions permitting giving and




receiving gifts in these situations. One commonly used exemption permits municipal
employees to accept payment of travel-related expenses when doing so advances a public.
purpose. Another commonly used exemption permits municipal employees to accept
payment of costs involved in attendance at educational and training programs. Other
exemptions are listed on the Commission’s website,

Example where there is no violation: A fire truck manufacturer offers to pay the travel
expenses of a fire chief to a trade show where the chief can examine various kinds of fire-
fighting equipment that the town may purchase. The chief fills out a disclosure form and
obtains prior approval from his appointing authority.

An

Example where there is no violation: A town treasurer attends a two-day annual school
featuring thultiple substantive seminars on issues relevant to treasurers. The annual '
school is paid for in part by banks that do business with town treasurers. The treasurer 15
only required to make 2 disclosure if one of the sponsoring batiks has official business
before her in the six months before or after the annual school.

(c) Misuse of position. Using your official position to get
something you are not entitled to, or to get someone else
something they are not entitled to, is prohibited. Causing someone
else to do these things is also prohlbﬂ:ed (See Sections 23{(b)(2)
and 26)

A municipal employee may not use her official position to get something worth $50 or
more that would not be properly available to other similarly sitnated individuals.
Similarly, a municipal employee may not use her official position to get something worth
$50 or more for someone else that would not be properly available to other similarly
situated individuals. Causing someone else to do these things is also prohibited.

Example of violation: A full-time town employee writes a novel on work time, using her
office computet, and directing her secretary to-proofread the draft.

Example of violation: A city counsilor directs subordinates to drive the councilor’s wife
to and from the grocery store.

Example of violation: A mayor avoids a speeding ticket by asking the poiicé officer who
stops him, “Do you know who I am?” and showing his municipal 1.D.




(d) Self-dealing and nepotism. Participating as a municipal
employee in a matter in which you, your immediate family, your
business organization, or your future employer has a financial
interest is prohibited. (See Section 19)

A municipal employee may not participate in any particular matter in which he ora
metmber of his immediate family (parents, children, siblings, spouse, and spouse’s
parents, children, and siblings) has a financial interest, He also may not participate in any
particular matter in which a prospective employer, ot a business organization of which he
is a director, officer, frustee, or employee has a financial interest. Participation includes
discussing as well as voting on a matter, and delegating a matter to someone clse.

A financial interest may creats a conflict of interest whether it is large or small, and
positive or negative. In other words, it does not matter if a lot of money is invalved or
only a little. Tt also does not matter if you are putting money into your pocket or taking it
out. Ifyou, your immediate family, your business, or your employer have orhasa
financial interest in a matter, you may not participate. The financial interest must be
direct and immediate or reasonably foresceable to create a conflict, Financial interests
which are remote, speculative or not sufficiently identifiable do not create conflicts.

Example of violation: A school committee member’s wife is a teacher in the town’s
public schools. The school committee member votes on the budget line item for
teachers’ salaries.

Example of violation: A member of a town affordable housing committes is also the
director of a non-profit housing development corporation. The non-profit makes an
application to the committee, and the member/director participates in the discussion.

Example: A planning board member lives next door to property where a developer plans
to construct a new building, Because the planning board member owns abutting
property, he is presumed to have a financial interest in the matter. He carmot participate
unless he provides the State Ethics Commission with an opinion from a qualified
independent appraiser that the new constriction will not affect his financial interest.

In many cases, where not otherwise required to participate, a municipal employee may
comply with the law by simply not participating in the particular matter m which she has
a financial interest. She need not give a reason for not participatmg




There are several exemptions to this section of the law. An appointed municipal
employee may file a written disclosure about the financial interest with his appointing
authority, and seek permission to participate notwithstanding the conflict. The
appointing authority may grant written permission if she determines that the financial
interest in question is not so substantial that it is likely to affect the integrity of his
services to the municipality. Participating without disclosing the financial interest is a
violation. Elected employees cannot use the disclosure procedure becanse they have no

appointing authority.

Example where there is no violation: An appointed member of the town zoning
advisory- commfttee which will review and recommend changes to the town’s by-laws
with regard to & commercial district, is a partner at a company that owns commereial
property in the district. Prior to participating in any committee discussions, the member
files a disclosure with the zoning board of appeals that appomted him to his position, and
that board gives him a written determination anthorizing his participation, despite his
company’s financial interest. There is no violation.

There is also an exemption for both appointed and elected employees where the

employee’s task is to address a matter of general policy and the employee’s financial
interest is shared with a substantial portion (generally 10% or more) of the town’s

population, such as, for instance, a financial interest in real estate tax rates or municipal

utility rates.

Regulatory exemptions. In addition to the statutory exemptions just mentioned, the
Commission has created several regulatory exemptions peumitting municipal employees
to participate in particular matters notwithstanding the presence of a financial interest in
certain very specific situations when permitting them to do so advances a public purpose.
There is an exemption permitting school committee members .to participate in setting
school fees that will affect their own children if they make & prior written disclosure,
There is an exemption permitting town clerks to perform election-related functions even
when they, ot their immediate family members, are on the ballot, because clerks’
election-related functions are extensively regulated by other laws. There is also an
exemption permitting a person serving as a member of a municipal board pursuant to a
legal requirement that the board have members with a specified affiliation to participate
fully in determinations of general policy by the board, even if the entity with which he is
affiliated has a financial interest in the matter. Other exemptions are listed in the
Commission's regulations, available on the Commission’s website, - -




Example where there is no violation: A municipal Shellfish Advisory Board has been
created to provide advice to the Board of Selectmen on policy issues related to
shellfishing. The Advisory Board is required to have members who are currently
cormmercial fishermen. A board member who is a commercial fisherman may participate
in determinations of geheral policy in which he has a financial inferest common to all
commercial fishermen, but may not participate in determinations in which he alone has a
financial interest, such as the extension of his own individual permits or leases.

(e) ¥alse claims. Presenting a false claim to your employer for a
payment or benefit is prohibited, and causing someone else to do
so is also prohibited. (See Sections 23(b)(4) and 26)

A municipal employee may not present a false or fraudulent claim to his employer for
any payment or benefit worth $50 or more, or cause another petson to do so.

Example of violation: A public works director directs his secretary to fill out time sheets
to show him as present at work on days when he was skiing.

(f) Appearance of conflict. Actingin a manner that woald malke a
reasonable person think you can be improperly influenced is
prohibited. (See Section 23(b)(3))

A municipal employee may not act in a manner that would cause a reasonable person to
think that she would show favor toward sorneone or that she can be improperly
influenced. Section 23(b)(3) requires a municipal employee to consider whether her
relationships and affiliations could prevent her from acting fairly and objectively when
she performs her duties for a city or town. If she cannot be fair and objective because of
a relationship or affiliation, she should not perform her duties. However, a municipal
employee, whether elected or appointed, can avoid violating this provision by making a
public disclosure of the facts. An appointed employee must make the disclosure in’
writing to his appointing official. ‘

Example where there is no violation: ‘A developer who is the cousin of the chair of the
conservation commission has filed an application with the commission. A reasonable
person could conclude that the chair might favor her cousin. -'The chair files a written
disclosure with her appointing authority explaining her relationship with her cousin prior




to the meeting at which the application will be considered. There is no violation of Sec.

23(b)(3)..

() Confidential information. Improperly disclosing or personally
using confidential information obtained through your job is
prohibited. (See Section 23(c))

Municipal employees may not improperly disclose confidential information, or make
personal use of non-public information they acquired in the course of their official duties

to further their personal interests.

TII. After-hours restrictions.

(2) Taking a second paid job that conflicts with the duties of your
mumnicipal job is prohibited. (See Section 23(b) (1)

A mumnicipal employee may not accept other paid employment if the responsibilities of
the second job are incompatible with his or her municipal job.

Example: A police officer may not work as a paid private security guard in the town
where he serves because the demands of his private employment would conflict with his

duties as a police officer.

(b) Dividedlovalties. Receiving pay from anyone other than the
city or town to work on a matter involving the city or town is
prohibited. Acting as agent or attorney for anyone other than the
city or town in a matter involving the city or town is also prohibited
whether or not you are paid. (See Sec. 17)

Because cities and towns are entitled to the undivided loyalty of their employees, a
municipal employee may not be paid by other people and organizations in relation to a
matter if the city or town has an interest in the matter. In addition, a municipal employee
may not act on behalf of other peaple and organizations or act as an attorney for other
people and organizations in which the town has an interest. Acting as agent includes
contacting the municipality in person, by phone, or in writing; acting as a liaison;
providing documents to the city or town; and serving as spakesman.




A municipal employee may always represent his own personal interests, even before his
own municipal agency or board, on the same ferms and conditions that other similarly
situated members of the public would be allowed to do so. A municipal employee may
also apply for building and related permits on behalf of someone else and be paid for
doing so, unless he works for the permitting agency, or an agency which regulates the
permitting agency. ' '

Example of violation: A full-time health agent submits a septic system plan that she has
prepared for a private client to the town’s board of health.

Example of violation: A planning board member represents a private client before the
board of selectmen on a request that town meeting consider rezoning the client’s

property.

While many municipal employees earn their livelihood in municipal jobs, some
municipal employees volunteer their time to provide services to the town or receive small
stipends. Others, such as a private attorney who provides legal services to a town as
needed, may serve in a position in which they may have other personal or private
employment during normal working hours. In recognition of the need not to unduly
restrict the ability of town volunteers and part-time employees to earn a living, the law is
less restrictive for “special” municipal employees than for other municipal employess.

The status of “special” municipal employee has to be assigned to 2 municipal position by
vote of the board of selectmen, cify council, or similar body. A position is eligible to be
designated as “special” if it is unpaid, or if it is part-time and the employee is allowed to
have another job during normal working hours, or if the employee was not paid for
working more than 800 hours during the preceding 365 days. It is the position that is
designated as “special” and not the person or persons holding the position. Selectmen in
towns of 10,000 or fewer are automatically “special”; selectman in larger towns cannot
be “specials.”

If a municipal position has been designated as “special,” an employee holding that
position may be paid by others, act on behalf of others, and act as attorney for others with
respect to matters before municipal boards other than his own, provided that he has not
officially participated in the matter, and the matter is not now, and has not within the past
year been, under his official responsibility. ‘




Example: A school committee member who has been designated as a special municipal
employee appears before the board of health on behalf of a client of his private law
practice, on a matter that he has not participated in or had responsibility for as a scheol
committee member. There is no conflict. However, he may not appear before the school
committee, ot the school depamnenf, on behalf of a client because he has official
responsibility for any matter that comes before the school committee. This is still the
case even if he has recused himself from participating in the matter in his official

capacity.

FExample: A member who sits as an alternate on the conservatlon commission is a
special mumclpai employee. Ynder town by-laws, he only has official responsibility for
matters assigned to him. He may represent a resident who wants to file an application
with the conservation commission as long as the matter is not assigned to him and he will
not participate in it.

(c) Imside track. Being paid by your city or town, directly or
1nd1rectly, under some second arrangement in addition to your job
is prohibited, unless an exemption applies. (See Section 20)

A municipal employee generally may not have a financial interest in a municipal
contract, including a second municipal job. A municipal employee is also generally
prohibited from having an indirect financial interest in a contract that the city or town has
with someone else. This provision is intended to prevent municipal employees from

- having an “inside track” to further financial opportunities.

Example of violation: Legal counsel to the town housing authority becomes the acting
executive director of the authority, and is paid in both positions.

Example of violation: A selectman buys a surplus track from the town DPW.,

Example of violation: A full-time secretary for the board of health wants to have a -
second paid job working part-time for the town library. She will violate Section 20
unless she can meet the requirements of an exemption..

Example of violation: A city councilor wants to work for a non-profit that receives
funding under a contract with her city. Unless she can satisfy the requirements of an
exemption under Section 20, she cannot take the job.




There are numerous exemptions. A municipal employee may hold multiple unpéid or
elected positions. Some exemptions apply only to special municipal employees. Specific
exemptions may cover serving as an unpaid yolunteer in a second town position, housing-
related benefits, public safety positions, certain elected positions, small towns, and other
specific sitnations. Please call the Ethics Commission’s Legal Division for advice about
a specific situation. '

1IV. After you leave municipal employment. (See Section 18)

(a) Forever ban. After you leave your mumnicipal job, you may
never work for anyone other than the municipality on a matter that
you worked on as a municipal employee.

¥you participated in a maiter as a municipal employee, you cannot ever be paid to work
on that same matter for anyone other than the municipality, nor may you act for semeone
else, whether paid or not. The purpose of this restriction is to bar former employees from
selling to private interests their familiarity with the facts of particular matters that are of
continuing concern to their former municipal employer. The restriction does not prohibit
former municipal employees from using the expertise acquired in government service in
their subsequent private activities.

Example of violation: A former school deparfment employee works for a contractor
under a contract that she helped to draft and oversee for the school department.

{b) One vear cooling-off period.- For one year after you leave your
municipal job you may not participate in any matter over which
vou had official responsibility during your last two years of pablic
service. :

Former municipal employees are barred for one year after they leave municipal
employment from personally appearing before any agency of the municipality in
connection with matters that were under their authority in their prior municipal positions
during the two years before they left.

Example; An assistant town manager negotiates a three-year contract with a
company. The town manager who supervised the assistant, and had official responsibility
for the contract but did not participate in negotiating it, leaves her job to work for the




company to which the contract was awarded. The former manager may not call or write
the town in cormection with the company’s work on the contract for one year after
leaving the town.

A former municipal employee who participated as such in general legislation on
expanded gaming and related matters may not becorne an officer or employee of, or
acquire a financial interest in, an applicant for a gaming license, or a gaming licensee, for
one year after his public employment ceases.

" (¢) Pariners. Your pariners will be subject to restrictions while
you serve as a municipal employee and after your municipal
service ends.

Partners of municipal employees and former municipal employees are also subject to
restrictions under the conflict of interest law. If a municipal employee participated in a
matter, or if he has official responsibility for a matter, then his parfner may not act on
behalf of anyone other than the municipality or provide services as an attorney to anyone
but the city or town in relation to the matter. -

Example: While serving on a city’s historic district commission, an architect reviewed
an application to get landmark status for a building. His partners at his architecture firm
may not prepare and sign plans for the owner of the building or otherwise act on the
owner’s behalf in relation to the application for landmark status. In addition, because the
architect has official responsibility as a commissioner for every matter that comes before
the commissior, his partners may not comumunicate with the commission or otherwise act
on behalf of any client on any matter that comes before the commission during the time
that the architect serves on the commission.

Example: A former town counsel joins a law firm as a partner. Because she litigated a
lawsuit for the town, her new partners cannot represent any pnvats clients in the lawsuit
for one year after her job with the town ended.

LI T

This summary is nof intended to be legal advice and, because it is a summary, it does not
mention every provision of the conflict law that may apply iri a particular situation. Our
website, http://www,mass.gov/ethics, contains further information about how the law
applies in many situations. You can also contact the Commission’s Legal Division via




our website, by telephone, or by letter. Our contact information is at the top of this
document.

Version 6: Revised May 10, 2013

K k B A K E ¥ k k & F ok ok ok Kk k % k k ook ok Kk k ok ok R ¥ % b ¥ ok ok h ok ok £ R F K E R XA ¥ KKK

ACKNOWLEDGMENT OF RECETPT

1, , an employee at s
{first and last name) (name of municipal dept.)

hereby acknowledge that I received a copy of the suxmnary of the conflict of interest law

for municipal employees, vevised May 10, 2013, Ot

(date)

Municipal employees should complete the acknowledgment of receipt and return it to the
individual who provided them with a copy of the summary. Alternatively, municipal
employees may send an e-mail acknowledging receipt of the summary to the individual
who provided them with a copy of it.







David Hall, Chairman :
Sutton Town Hall

John I.. Hebert, Vice Chainmnan _
Paul Maynard, Clerk 4 Uxbridge Road
Jesse Limanek Sutton, Massachusetts 01590
- Michael Kenney (508) 865-8727

Fax: (508) 865-8721

3 ames A, Smith, Town Administrator

Town Of Sutton '

With my signatures below I ackﬁowledge that I have received, read and fulty understand the
following policies:

" The Town of Sutton Computer, imail & Internet use Policy:

Signature

The Town of Sutton Sexual Harassment & Gender Bias Policy:

" Signature

The FTown of Sution Professional Conduct Policy:

Sipnature:

The ‘Town of Sutton Fraud Prevention & Detection Policy: -

Signature:

Please print name on the line below and return back ta your department head

Print Name; ' - . Date:




